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Foreword

1 DEVELOPED by the Federal State Unitary Enterprise “All-Russian
Scientific and Research Institute of Metrological Service” (FGUP “VNIIMS”)

2 INTRODUCED by the Technical Committee for Standardization TK 53
“Basic Standards and Rules in the Field of Ensuring the Uniformity of
Measurements”

3 APPROVED AND BROUGHT INTO EFFECT by the Order of the
Federal Agency for Technical Regulation and Metrology as of December 4,
2014 No. 69-st

4 REPLACING R 50.2.077—2011

Rules for the application of the present Recommendations are specified in
GOST R 1.0—-2012 (Section 8). Information on amendments to the present
Recommendations is published in the annual (as of January 1 of the current
year) informative index “National Standards”, and the official text of the
amendments and updates is published in the monthly informative index
“National Standards”. In case of revision (replacement) or cancellation of the
present Recommendations, the relevant notification shall be published in the
upcoming issue of the monthly information index “National Standards”. The
relevant information, notification and texts will also be available in the public
information system — on the official web-site of the Federal Agency for
Technical Regulation and Metrology on the Internet (gost.ru)

© Standartinform, 2014
The present Recommendations shall not be completely or partially
reproduced, duplicated and distributed as an official edition without the

permission of the Federal Agency for Technical Regulation and Metrology.
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Ipexucaosue

1 PA3PABOTAHBI DenepanbHbIM roCy/JapCTBEHHBIM YHUTAPHBIM
IpeanpUsTHEM «Bcepoccniickuit Hay4HO-HUCCIIeA0BATCNbCKUH HHCTUTYT
MeTposoradeckoi ciayxosm (PI'YII «BHUMMC»)

2 BHECEHHI Texnuyeckum komureroM mo craggapruzampn TK 53 «OcHosHEIe
HOPMBI ¥ IIPaBUNa M0 00ECIeYCHUIO ¢IMHCTRA M3MEPEHUI

3 VTBEPXJEHBI X BBEJEHBI B JIEUCTBUE Ilpuxazom PeaepansHoro
areHTCTBA II0 TEXHUWYECKOMY perylupoBaHWMI0O W MeTposormu 0T 4 mapra 2014 r.
Ne 69-c1

4 B3AMEH P 50.2.077—2011

llpaeuna  npumenenuss  HACMOAWUX  PEKOMEHOAYUU  YCMAHOBNEHbLL 6
I'OCT P 1.0—-2012 (pasoen 8). Hugpopmayua 06 usMeHeHUsX K HACMOAUUM
pexomeHoayuam nyonuKyemcs 6 exce200HoM (no cocmosimuio Ha 1 aneaps mexyujezo
200a) uHgopmayuounom yxazameie «HayuonanvHole cmanoapmoly, d OQUYUATLHBLY
mexkcm USMEHeHUl U nonpaeox. — 8 eJdICeMECAYHOM UHDOPMAYUOHHOM YKazamese
«Hayuonansuvie cmandapmory. B cayuae nepecMompa (3aMeHsl) UNU  OMMEHbL
HACMOSUWUX pexomeHoayuii coomeememsyroujee yéedomnenue 6yoem onybIuKo6aHo 6
OAUNACAUULEM BbINYCKE eINCeMeCAYHO20 UH(pOpMayuonHo2o ykazamens «Hayuonanvuvie
cmanoapmuly.  Coomeemcmeyrouyas  uHpopmayus,  yseoomienue 1 MeKcmol
PasMewaomes  maxdice 6 UHMOPMAYUOHHOU cucmeme obuje20 NONb306AHUL — HA
ouyuanerom caiime PedepaivHo20 A2eHMCMEA N0 MEXHUYECKOMY Pe2ylupoSaHUIo U

memponoz2uu ¢ cemu Unmeprem (gost.ru)

© Cranpaprandopm, 2014

Hacrosmue pekoMeHAaIMH HE MOTYT OBITh HOTHOCTHIO MM YaCTHYHO BOCHPOH3-
BEJICHEI, THPAXKUPOBAHEI M PACHpOCTpaHEHB! B KauecTBe O(UIMANBHOrO W3iaHHs Oe3
pa3pemenns @eneparbHOTO areéHTCTBA 10 TEXHUYESCKOMY PErYIUPOBAHUIO H METPOIIO-
TUd
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Introduction

The present Recommendations are developed according to the Article 9 of
the RF Federal Law No. 102-FZ dd. June 26, 2008 “On Ensuring the
Uniformity of Measurements” in order to prevent unauthorized configuration
and interference in the software of measuring instruments that can result in
measurement result distortions.

The Recommendations give details on the provisions of the Procedure for
Standard Sample or Measuring Instrument Type Approval Testing and the
Procedure for Issuing Type Approval Certificates for Standard Samples or
Measuring Instruments, Setting or Change of the Validity Term for the Said
Certificates and Verification Intervals for the Measuring Instruments approved
by the Order of the RF Ministry of Industry and Trade No. 1081 dd. November
30, 2009, and sequence of operations at measuring instrument testing to appi:ove
its type is recommended as far as the check of the measuring instrument
software protection against unauthorized configuration and interference is
concerned.

The Recommendations are intended to be used by the developers,
manufacturers and applicants for type approval testing of measuring
instruments, by the organizations that perform type approval tests of measuring
instruments according to the valid Russian legislation as well as by Federal
Executive Authorities and their subordinate organizations whose responsibilities
involve the approval of measuring instrument type and accreditation of

measuring instrument testing centers.

III
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Beenenue

Hacrosmmie pekomenganuu pa3paboTaHsl B COOTBETCTBHHE €O cTaTheit 9 de-
nepanpHoro 3akoHa Poccmiickoit @enepanuu ot 26 mionst 2008 r. Ne 102-03 «O6
o0eceYeHINN eAMHCTBA U3MEPEHUI) B IEIAX NPE0TBPAIECHUs] HeCAaHKIIMOHUPO-
BaHHBIX HACTPOMKM M BMEIIATEILCTBA B IIPOrpaMMHOE 00ECIICUeHUEe CPEJCTB H3-
MEpeHHH, KOTOPhIe MOTYT UPHUBECTH K HCKKCHUAM PE3yIbTaTOB U3MEPCHUiA.

B pexoMmenganmax getann3upylorces noioxenus Iopsaka npoBeneHus uc-
OBITAHUH CTaHAAPTHBIX 00pa3iloB WM CPEACTB UBMEPEHUN B IENAX YTBEPIKICHUS
tuna 1 llopsiaxa Belgaun CBUJICTEIBCTB 00 YTBEPIKICHUH THIA CTAHAAPTHBIX 00-
pa3LoB WM TUIA CPEACTB M3MECPCHHM, YCTAHOBJICHUS M M3MEHEHHS CpoKa Jeit-
CTBMA YKa3aHHBIX CBHJICTEIILCTB U HATEPBAJIA MEK/TY TOBEPKAMU CPEACTB U3MEpe-
HUW, YTBEPKJIEHHBIX NpukazoM Munnpomropra Poccuu ot 30 mos6ps 2009 r.
Ne 1081, m pexoMenyercs MMOCHIEA0BATEIBHOCTE ASHCTBUI TPy IPOBEACHNUN HC-
MBITAaHUH CPEACTB M3MEPEHUH B IEIIX YTBEP)KACHUS THUIA B YaCTH IIPOBEPKH 3a-
IUTHI TIPOIPAMMHOr0 o0ecTieueHus CPE/ICTB U3MEPEHHH OT HECAHKITMOHUPOBAH-
HBIX HACTPOMKH U BMEIIATEILCTRA.

Pexomenyanuu npejHa3Hayenpl JUIsl HCIOIIB30BaHKA pa3paboTUMKaMu, U3-
TOTOBUTEISIMA W 3asBUTEISIMH UCIBITAHUM CPEACTB MU3MEPECHUN B LENSAX YTBEP-
XKJIACHUS TUNA, OPTaHU3AIUSIMH, TTPOBOASIAMM UCHBITAHUS B MEJSIX YTBEPIKICHMS
TUNA CPEJCTB U3MEPEHUI B COOTBETCTBUM € JIEHCTBYIOUIMM 3aKOHOAATEIBCTBOM
Poccntickoit ®enepanuu, a Take DenepalbHBIME OpraHaMd HCHOJHHTEIBHOH

BJIACTU ¥ TIOJIBEIOMCTBEHHEIME MM OPraHu3alldsMe, (GYHKIIMU KOTOPHIX Pacipo-

" CTpaHsIOTCA Ha YTBEP)KICHUE THUIA CPEIACTB U3MEPEHUH M aKKPEAUTALMIO LICHTPOB

VICTIBITAHUH CPEICTB H3MEPCHMIA.

11T
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METROLOGY RECOMMENDATIONS PEKOMEHJIAIINMA MO METPOJOTHHU

) ) locymapcrBennasi cucreMa ofecnedenus eHHCTBA H3IMEPEHni
State System for Ensuring the Uniformity of Measurements

UCHBITAHUS CPEJCTB U3BMEPEHUM B IIEJISIX
MEASURING INSTRUMENT TYPE APPROVAL TESTING YTBEPKAEHUA TUITA

IIpoBepka 3amuThLl HPOIPAMMHOI0 obecneYeHust

Software protection check
State system for ensuring the uniformity of measurements. Pattern evaluations

, _ . of a measuring instrument for pattern approval. Software validation for protec-
State System for Ensuring the Uniformity of Measurements. Pattern

. o o tion assurance
evaluations of a measuring instrument for pattern approval. Software validation

for protection assurance Jara sBenenns — 2014-10-01

1 Ob6nacts npuMeHeHus!
Effective as of October 01, 2014

Hacrosmue pexkoMeHaanuy yCTaHaBIUBAIOT NOCIEI0BATENBHOCT ACHCTBUI

1 Scope of Application

[IpA TIPOBEJACHUM HUCHHITaHUNA cpeacTB u3Mepenuit (naimee — CH) B nensx
The present Recommendations specify the sequence of operations at YTBEPIK/ICHHS THIIA B YaCTH NPOBEPKH 3allIUTEI IPOrpaMMHOTo ofbecTieyenus (nanee
testing of measuring instruments (hereinafter referred to as MI) to approve their — TIO) CHU oT HecaHKUMOHUPOBAHHBIX HACTPOHKHM M BMEIIATENLCTBA U
type as it pertains to the check of software protection against unauthorized JETANU3UPYIOT C Y9YeTOM MEXKAyHapoaHblx TpeboBanuii OIML D31 [1] u
configuration and interference, as well as give details complying with the pyxosonctea WELMEC 7.2 [2] nponemypsi, ycranosinennrie B Ilopsankax [3] u [4],
international requirements OIML D 31 [1] and Guidelines WELMEC 7.2 [2] to yTBepxieHHpIX  [Ipukasom MumuCTepeTBa  MPOMBIILIEHHOCTH M TOPTOBIH
the procedures outlined in the Procedures [3] and [4] approved by the Order of Poccuiickoit Denepanuu ot 30 wHosOps 2009 r. No 1081, B wacru, xacaromieics
the RF Ministry of Industry and Trade No. 1081 dd. November 30, 2009 as far samuts 110 CHL.

- PexoMenaammy Takixke MOryT OBITH MCIIOJNB30BAHBI NSl NPOBEPKU YPOBHS
as MI software protection is concerned. y POBCPKIL ¥P

y zamutTel 110 CH, He BXxomsaumx B cepy IOCyAapCTBEHHOIO PEeryJIdpOBaHUS B
The Recommendations can also be used to check the MI software n G depy yhap Peryip

. . - . obnacTr obecneyeHusl e{UHCTBA H3MEPEHUH.
protection level for the MI not subject to state regulation in terms of ensuring

the uniformity of measurements.

2 HopmarTHBHBIC CCHIIKH
2 Referenced Standards

B HACTOAMUX pCKOMCHAAITWAX WCIIOJIL30BAHA HOPMATUBHAA CCLUIKA Ha ClIC-
The following Standard is referred to in the present Recommendations: JIYEOLIMIA CTaHaapT:

. s Hsxanne opumaaibHoe
Official edition 1 A prn
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GOST R 8.654—2009 State System for Ensuring the Uniformity of
Measurements. Requirements to measuring instrument software. Basic

provisions

Note — When using the present Recommendations, it is expedient to verify the action of
the referenced standard in the public information system — on the official site of the Federal
Agency for Technical Regulation and Metrology on the Internet or by means of the annually
published information index “National Standards”, which was published as of January 1 of
the current year, and by means of the relevant monthly information indices ‘“National
Standards” published during the current year. In case the dated referenced standard is
replaced, it is recommended to use the version of the standard with the above-stated year of
approval (adoption). In case after the present Recommendations® approval an amendment is
introduced to the dated referenced standard and is related to the provision which is referenced
to, the said provision is recommended to be used regardless of this amendment. In case the
reference standard is cancelled without replacement, the provision containing a reference to it

shall be used to the extent not covering this reference.

3 Terms and definitions

The following terms with the corresponding definitions are used in the
present Recommendations:

3.1 Software protection check: Examination of software in order to
confirm the identification data (features) and evaluation of its protection
according to the legislation requirements in the field of ensuring the uniformity
of measurements.

3.2 Unintentional software changes: Inadvertent, accidental impacts on
the software and measurement data caused by measuring instrument design
errors, programming errors, as well as by personnel activities and impact from

occasional physical factors.
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I'OCT P 8.654—2009 T'ocymapcrBeHHas cucTeMa OOCCIICUCHHS €MHCTBA
nsmepenuit. TpeboBanus K porpaMMHOMY 00ECIICUEHUIO CpeACTB usMepermit. Oc-

HOBHBIC ITOJIOKCHUA

ITpumeuanne — Ilpu 1DONB30BaHAM  HACTOSIIMMU  PEKOMEHALHSIMHA
nenecoobpa3Ho MPOBEpUTH ASHCTBHE CCBUIOYHOrO CTaHAapra B HHGMOPMAIMOHHON cucTeMe
00DIero monp30BaHmsg — Ha odmIMansHOM cakite DenepaibHOTO areHTCTBA MO TeXHHYECKOMY
pPErylIpOBAHUI0 W METPOJIOTMH B CeTH MHTepHET WM [0 €KErofHO H3AaBaeMOMY
nHopMaoHHOMY ykazartemo «HanmoHanbHele CTAHAAPTBD), KOTOPHIA ONMYOIUKOBAaH IO
COCTOSHMIO Ha | gHBaps TeKyDIero rofd, M IO BHITYCKAM GXEMECIYHO W3AaBaeMOro
uadopManoHaore ykasarens «HanuonansHble cTaHgapTe» 3a TeKyuwit rog. Ecnu sameneH
CCHUIOYHBIH CTaHAapT, HAa KOTOPHIM JaHa JaTHUpPOBaHHAS CCHUIKA, TO PEKOMEHIYeTCs
HCIOB30BaTh BEPCHIO 3TOIO CTAHAAPTA C YKA3aHHBIM BbIIE TOJOM YTBEPIKACHHS (NPUHATHS).
Ecnum nociie yrBepiKaeHHs HACTOSILKX PEKOMEHIAIMI B CChUIOUHBIH CTAaHIapT, HA KOTOPHIH JjaHa
JATHPOBAHHAA CCBUIKA, BHECCHO HM3MCHCHMC, 33Tp31"HBa}Ol.l[Be TIOJIOMEHHNE, Ha KOTOPOE HdaHa
CCHUTKa, TO 3TO IOJIOXKEHUE PEKOMEHJYeTcs NpUMeHATh O6e3 yduera faHHOro usmenenus. Ecmm

CChUIOYHBIA cTanjapT OTMCHEH 6e3 3aMeHEBl, TO NOJOKEHHE, B KOTOpOM JaHa CChlJIKa Ha Hero,

PEKOMEHJIYeTCs PUMEHSITh B 9aCTH, HE 3aTParkBaiomIel 3Ty CCbUIKY.

3 Tepmunsl u onpeneeHAs

B nacTosmux pexoMeHausIX IPUMEHEHB! CIEYIOIINAE TEPMUHEBL ¢ COOTBET-
CTBYIOIMMH OIIPE/ICTICHUIMH:

3.1 npoBepka 3amUTHI NporpaMMHoOro odecnedenusi: Mccienopanue npo-
[paMMHOTO 00€CHEeUCHUS ¢ NEBI0 MOATBEPKACHUS HACHTU(PUKAIMOHHBIX AaHHBIX
(IpU3HAKOB) M OIICHKH €ro 3allUTHl B COOTBETCTBHM ¢ TpeOOBAHMAIMM 3aKOHOIA-
TEJILCTBA B 00NacTh 00eciieueHUs CIMHCTBA W3MEPEHUHA.

3.2 senpegHaMepeHHbIC¢ H3MeHEHMS NPOrpaMMHOro obecneuenus: He-
YMBILLUIEHHBIE, CIydaiHbIe BO3JCHCTBIS Ha MPOTrpaMMHOE 00CCICUeHHE U U3MEPH-
TeJIBHYIO HH(GOPMAILMIO, BRI3BAHHBIC OIMMOKaMH B IPOCKTHPOBAHUH CPEJCTB U3ME-
pEHHUH, B IPOrPaMMUPOBAHIY, a TAKXKE JCHCTBUSAMU IEPCOHANA U BO3ACHCTBUAAMMU

cirydaitabIx Gu3ngeckux GaxTopos.
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3.3 Deliberate software changes: Deliberate interference in software and
measurement data in order to distort the measurement data.

3.4 Metrologically important software part: Programmes and
programme modules processing the measurement data and performing functions

to identify and protect the measuring instrument software.

4 General provisions

4.1 MI software shall be checked by the organization that perform tests to -

approve the measuring instrument type according to the valid legislation of the
Russian Federation (hereinafter referred to as the MI testing companies) and
having experts on measuring instrument software on their staff.

The experts are to pass refresher training on the said specialty at least once
per 5 years.

4.2 In the course of MI type approval tests the check of the MI software
protection against unintentional and deliberate changes as well as evaluation of
its level stated by the MI developer (see 4.4, 4.5 and 5.1.2) and the check of the
MI software identification data shall be carried out.

4.3 It is permitted not to carry out the MI software protection check and its
level evaluation for the MI whose design and/or operation peculiarities provide
for complete access restriction to the metrologically important software part and
measurement data (available mechanical protection and no hardware-software
communication interfaces). In such cases the following note shall be made in
the MI type description: “MI design eliminates the possibility of unauthorized
interference in the MI software and measurement data”.

4.4 MI software protection level (low, medium, high) shall be stated
(assigned) by the MI developer (manufacturer) or test applicant at submitting

the MI for type approval testing (see 4.5, 5.3.1).
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3.3 mpegHaMepeHHbIe U3MeHEHUs! NporpaMmMuoro obecnevennsi: Cosna-
TENBHBIE BO3JIEHCTBUA HA IIPOrpaMMHOE 00ECIICYEHUE ¥ U3MEPUTEIBHYIO HH(Op-
MaLMIO C HENBbIO HCKKEHUS H3MEPUTEIBHON nHPOpMalMH.

3.4 MeTpoJIOrHYeCcKH 3HAYHMAS YacTh NPOrpaMMHOI0 OdecHeYeHHs:
IporpamMMBl B TIPOrpaMMHBIC MOZYJIH, BBIIOIHSIOIME 00pabOTKy H3MEPUTEIBHON
nH(GOPMANIAA U peanu3yionme GYHKIHE 110 WACHTHGUKALUKA ¥ 3aIlUTe IIPOrpaMM-

HOTO OﬁeCHBHGHHﬂ CpC,[ICTB HSMCpeHHﬁ.
4 O0mme NoJIOKEeHUs!

4.1 Ilposepky 3ammrsl 110 CH ocymecTBISIOT Oprasusanuy, Iposodue
VCIBITAHWS B [EIAX YTBEPIKACHHA THUHIA CPEJICTB M3MEPEHUH B COOTBETCTBHH C
JNEHCTBYIOIUM 3aKOHOZATELCTBOM Poccuiickoit Deepauun (janee — opraHusa-
wH, TpoBosme ucnbtanus CHU) ¥ umeromme B ¢BOeM IITaTe CHELHAIUCIOB B
00JIacTH IPOTPaAMMHOr0 00eCIICUSHHs CPE/ICTB U3MEPEHIH.

Crenuanuctsl 06s3aHbl NPOXOAUTH TPONENYPY MOBLINEHUS KBanUpUKaum
110 yKa3aHHOM crienuanusamuy ge pexxe 1 pasa B 5 jer.

4.2 B nponecce nposefenus ucnbiranuit CH B nensx yTBEpKACHUA TUIIA
ocymecTpisercs npopepka 3aumrsl 110 CH ot HenpeaHaMepeHHsIX U [IpeJIHaMe-
PEHHBIX M3MCHEHUH ¥ OLEHKA €€ YPOBHS, JEKIapupoBaHHOro paszpadborynkom CHU
(cMm. 4.4, 4.5 u 5.1.2), a Taioke nmpoBepka uaeHTudukanmoHusix qannsix [10 CH.

4.3 s CH, KOHCTPYKIMA W/HIN OCOOCHHOCTH SKCIUIyaTald KOTOPBIX
obecreyrBaeT IOJIHOEC OrpaHUYEHHE A0CTYIa K METPOJOTHYECKY 3HAYUMOU YacTH
IO u wamepurensHON HHPOpPMAIUN (HAIMYHE MEXaHWYECKOM 3allUTHl U OTCYT-
CTBUE IIPOrpaMMHO-aIIapaTHeX HHTepdeiicon cpszu) nposepky 3amuThl [10 CU n
OIICHKY €€ YPOBHS HOILYyCKaeTCs He NIPOBOAUTH. B Takux ciaydasx, B OMCaHMH THIIA
CH cnepyer Buocuth 3amuchk: «KoHerpykims CU mCKIXOUaeT BO3MOXHOCTH He-
caHkionupopanaoro simsuus Ha [1O CU n m3MepuTenbyio HHOOpMAaLUIoy.

4.4 VYposens 3ammrel [0 CU (Buskuit, cpeanuii, BBICOKHI) AeKiIapupy eTcs
(maznagaercs) paspaboruukoM (u3rotoButeeM) CU wim 3adBUTENICM HCITBITAHHN
mpu npescrapieHun CU Ha HCIBITaHMS B 1ENsX yTBepikieHus tuna (cm. 4.5, 5.3.1).

3
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The Guideline [2] provisions can provide a basis for such statement
(assignment).

4.5 Paragraph 11 of the Guidelines [2] specifies the following protection
levels for software and measurement data:

- low level: no special tools for the protection against deliberate changes
are used;

medium level: software is protected against deliberate changes by simple
software tools (for example, by text editor). Protection examples are passwords,
user authorization, etc;

- high level: software is protected against deliberate changes by special
software tools (debugging programmes and hard disk editors, software
development tools). Protection examples are encryptic protection methods,
electronical and mechanical sealing, etc.

Software for which it is permitted not to check its protection and not to
evaluate the protection level as per 4.3, is related to software with high
protection level.

4.6 Scope of MI software protection checks is specified by the developer
or MI test applicant and is agreed upon with the MI testing company, if the MI
is submitted for type approval testing, depending on the purpose and scope of
MI application.

4.7 List of documents to be submitted for software protection check, scope
and methods of checking the documentation and of functional tests are specified
at the stage of developing the “Programme of MI type approval testing” as
agreed between the test applicant and the Ml testing company.

4.8 The result of the software protection check in the course of MI type
approval testing is the authentication and integrity confirmation of the software
which is set up in the MI, and of the software protection level stated by the
developer or the applicant for MI testing.
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3a OCHOBY TAaKOro JEKJapupoBaHUs (HA3HAYCHUS) MOTYT OBITH B3ATHI IOJOKEHHSA
pyxoBojcTa [2].

4.5 Ilysxrom 11 pykoBojcta [2] OpelyCMOTPEHBI CIEAYIOINHIE YPOBHM 3a-
muTe! 110 1 u3MepuTensHoi nHGOpMaIim:

- HU3KHN: HE WCIOJIB3YIOTCS HHKAKHE CIeNUalIbHBIE CPEACTBA 3allMTHl OT
[IpeIHaMEPEHHbBIX H3MCHEHUH;

- cpetHuit: porpaMMHoe 00ecIIeueHUe 3aUIIEHO OT IIPEJIHAMEPECHHBIX H3-
MEHEHHi C HOMOIIBIO IPOCTHIX TIPOIPAMMHEBIX CPEJICTB (HAIPHMED, C TIOMOIIBIO
TEKCTOBOTO pefakTopa). [IpuMepamMy 3alfUThl MOIYT CIYXXMTh: [1apOJId, aBTOpU3a-
IS [10JIL30BATENS | T. I1.;

- BEICOKMI{: nporpaMMHOE 00eCICUCHUE 3alMINEHO0 OT IIPe/IHAMEPEHHBIX U3-
MEHEHWH C TIOMOIIBIO CIICIHANBHBIX TPOTPAMMHBIX CpEACTB (IIpOrpaMMbl-
OTJaUAKH U PEAKTOPH JKECTKOrO JUCKA, CPEACTBA MPOrpaMMHOM pa3paboTkh).
ITpumepaMu 3aIUTHL MOTYT CIYXKHTH: KPUIFTOTPaMUECKUE METO/IBI 3allUThI, SJIEK-
TPOHHOE U MEXAHUYECKOE ONIEYATHIBAHUE U T. JI.
| [Iporpammuoe obecniedeHue, sl KOTOPOTO B COOTBETCTBUU ¢ 4.3 NPOBEpPKY
€r0 3aIMTEl M OLCHKY €€ YPOBHS JOIYCKAETCA HE IPOBOJUTH, OTHOCUTCS K ITPO-
rpaMMHOMY 00€CIIE9eHHIO ¢ BEICOKMM YPOBHEM 3alllUTHL.

4.6 O6wem mposepox 3aiuthl 110 CU onpenensercsa paspaboTIMKOM WM
sasBuTeneM ucnsitanuit CY 1 cornacyeres ¢ oprasusanyeil, IpoBOSIIEH UCIIbITa-
aust CY, Ipr Tpe/ICTABICHAN €r0 Ha MCITLITAaHWs B IEJISIX yTBEP/KACHUS TUNA B 3a-
BHCHMOCTH OT HazHaueHUs u obmactu npumenenus CH.

4.7 TlepeueHb AOKYMEHTOB, HPEACTABISIEMBIX AU HPOBEpKHU 3ammThl 110,
00BEM U METOJIBI TIPOBEPKHU JIOKYMEHTAIMU ¥ ()YHKITUOHAIBHEIX TIPOBEPOK OHpeie-
asr0Tes Ha arane paspaborku «IIporpammel uensrranuii CU B nemndx yrBepiKeHUA
THIA» N0 COTJACOBAHUIO MEXKAY 3asBUTENEM HCHBITAHUM M OpraHu3auuei, mposo-
nseit ueneitanus CH.

4.8 Pesynwrarom nposepku 3anuTel 11O B nponecce npoBeIeHMs ACIIBITA~

it CH B 11emsix YTBEPKACHHUA TUIIA ABIIAETCS TIONTBEPIKACHHE MOATTMHHOCTH U IE-
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4.9 At checking the MI software it is permitted to use the test results
complying with the requirements of the international document [1] and
Guideline [2], regulatory documents and recommendations of the State System
on Ensuring the Uniformity of Measurements, performance rules of voluntary
MI software certification systems, industry documentation and documentation

of the enterprises — MI manufacturers and developers.

5 Check of identification and protection of measuring

instrament software

The identification and protection of MI software is carried out according to
the test programme agreed upon with the applicant (developer, manufacturer)
and involving:

- check of technical documentation as it pertains to the MI software;

- check of software identification;

- check of software protection against unintentional and deliberate changes.

Basing on the results of MI software identification and protection checks it
is defined if the software protection level corresponds to the level stated by the
developer or the applicant for M1 testing. The protection level confirmed by the
check is to be recorded in the MI type description.

The MI testing company shall execute a MI test report to the extent of the
MI software protection check with the recommended report blank form being
stipulated in the Appendix A.
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JIOCTHOCTH MO, ycranosnennoro B CU, ¥ ypoBHs €ro 3alluThl, JEKIapHPOBAHHOIO
paspaboTiaukoM wiu 3agButeneM uenbitanuit CH.

4.9 Ilpn mposenerny mposepku 3amuTsl [10 CU MoryT GbITh HCITONB30Ba-
HEBI PE3YJILTAThl TECTHPOBAHUS B COOTBETCTBUH C TPEOOBAHUAME MEKIYHAPOIHOT'O
nokymeHTa 1] u pykoBosctsa [2], HOpMATUBHBIME JOKYMEHTAMH M PEKOMEHIAIIH-
Amu L'ocyapcTBeHHOM cucTeMbl O0ECIIeUSHUS CIMHCTBA U3MEPEHNUIL, IIpaBHIaMH
(GyHKIMOHMpoBaHus cucteM J1o6poBoarHoi ceprudukanmu 110 CU, otpacieBbiMu
JIOKYMEHTAMU U JIOKYMEHTaMHU [PENPUATHi ~ H3TOTOBUTENEH M pa3paboTYnKoB

CH.

S llpoBepka wnaeHTHUKAIME H 3aMATHI MPOTPAMMHOIO

obecrnieyeHuUs! cpeICTB H3MepeHuH

Hposepka uaenmnduxanun 1 3ammrsl [10 CU npoBoanTCs MO COryiacoBaH-
HOH ¢ 3asBuTENeM (pa3paboTIUKOM, U3TOTOBUTENEM) IPOrpaMME HCIBITAHHM, KO-
TOpas BKIIOYAeT B cedsl:

- IPOBEPKY TEXHUIECCKOM JIOKYMEHTAUMU B yacT, oTHocsmeics k [10 CU;

- npoBepky uacHTH(uKamn [10;

- npoBepky sanmrtel IO 0T HenpeaHaMepeHHBIX M [PEAHAMEPEHHBIX
U3MEHEHUM.

Ilo pesynsratam npoBepkH wjaeHTH(gUKanuu u 3amutel 110 CU
YCTaHABJIMBACTCSI COOTBETCTBHE YPOBHS 3awiuTel 11O ypoBHIO, jAeKiIapupoBaHHOMY
paspabotunkoM wim  3asBuTeneM ucnbltanuit  CH.  YposeHs — 3anmrhl,
HOJTBEPIK/ICHHBIN B pE3yIbTaTe €ro NPOBEPKH, JOKYMEHTUPYETCS. B OIMCAHUM THITA
CH.

Opranmsanus, nposoasmas ucnsltanus CH, odopmnsier npotokour
ucneiranuit CHY B wactu mposepku samutel 110 CU, pexomenzpyemas ¢opma

KOTOpOI'c IIPpUBCACHA B IIPHIOXKCHHUH A.
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5.1 Check of documentation

5.1.1 The aim of checking the documentation is to evaluate the
completeness of description of the software important for the MI type approval
and to confirm (set up) the software protection level.

5.1.2 The documentation on MI software shall include the data on
programme functions, data structure and description of interfaces which are
connected with the metrologically important software part. There shall be no
hidden undocumented software functions.

The applicant for testing shall confirm the completeness of documenting
the commands (p. 6.1 of the international document [1]) and absence of hidden
undocumented functions.

The above data can be stated and executed in the form of a statement with
its blank form being specified in the Appendix B. |

5.1.3 The documentation on MI software shall include the information
comprising the data from the list below to the extent applicable to this software:

- software designation including its name, designation of its version and/or
versions of its modules;

- software purpose description, its structure and performed functions;

- description of the metrologically important software part;

- description of methods for software identification generation;

- description of methods for software identification visualization and
instructions on identification presentation (if it is specified by the
documentation);

- list of parameters being protected and description of tools for their
protection and unauthorized access to them (if it is specified by the
documentation);

- description of user interfaces, menu and dialogues;
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5.1 IlpoBepka JOKyMeHTANHH

5.1.1 Ilensro mpoOBEPKH JIOKYMEHTAIUHN SBJISCTCSL ONEHKA TTONHOTH OIUCAHUS
11O, cymectBennoro mmsa yreepxaeHus tuna CH, u moaTBepxienuns (ycTaHOBe-
HUs1) ypoBHS 3amuTs [10.

5.1.2 B noxymenranuu Ha 110 CU momkasl OBITH yKa3aHbI IIPOIPAMMHEIC
(QYHKIUH, CTPYKTypa JaHHBIX, M ONHCAHBl HHTePGEHCH, CBI3aHHBIE ¢ METPOJIOTH-
geck 3HauuMoi uacteio [1O. CkpreiThie HemoKyMeHTHpoOBaHHble (ynHkuuu [10
JIOJKHBI OTCYTCTBOBATE.

3asgBUTENb WCHBITAHUI JIOJKEH HOATBEP/AUTH IOJHOTY JOKYMEHTHPOBAHUSI
KoMaHy (IyHKT 6.1 MexayHapoaHoro JiokymeHTa [1]) um OTCYTCTBHE CKpPHITHIX
HEJIOKYMEHTUPOBAHHBIX QYHKITUH.

JlanHag mHQopManus MoxeT ObITh yKazaHa M odopmieHa B BUJE Jekiapa-
11, (popma KOTOPOI NIpHBE/CHA B IPHIOXKEHHHU b.

5.1.3 B poxymenrtamuu Ha [10 CU caenyer mpegctaBuTh HHbOpMaIUIo, KO-
TOpas JOJDKHA COAEPIKaTh CBEACHUS U3 IIPUBEACHHOI0 HUXKE TIEPEYHs B TOM YacTH,
KOTOpas puMeHuMa K Jianaomy CH:

- obosnauenue [10, Bxmouatomee B cebs ero HauMEHOBaHUE, 0003HAUCHWE
€ro BepCHY U/WIIH BEPCHit €10 MOJYJICiH;

- onucanue HazHaueHus I10, ero cTpyKTYpHI ¥ BHIIOTHAEMBIX (yHKIIHNA;

- OIMCAHKUE METPOJIOTHYECKH 3Hauumoii gactu [10;

- OIMCaHKe METO/I0B reHepanun uaeHtadukanuu 110;

- onucanye cnoco6oB Buzyamuszaruu uacHrubuxampmn 110 M MHCTPYKIHS 0
IPEACTABICHUN UICHTHQUKAUY (€CITH TO NPEAYCMOTPEHO JOKYMEHTALUENH );

- CIIMCOK (TIepeyeHs) 3allMIIacMBIX IapaMeTpoB U OIIMCAHUE CPEJICTB UX 3a-
IMATHL ¥ HECAHKUMOHUPOBAHHOIO JOCTYNa K HUM (€CIH 3T0 NPEeIyCMOTPEHO JIOKY-
MEHTAIUECH );

- onucanue HHTepQecoB NOIBL30BATENS, MEHIO H IUaI0TOB;

- onucaane uHTEpdeifcos cpazu 110 Juis mepenaun, 00pabOTKU U XpaHEHUS

JIAHHBIX (B T.9. MTOCPE/ICTBOM OTKPBITHIX WM 3aKPHITHIX CETEH CBS3M);
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- description of software communication interfaces for data transfer,
processing and storage (including those by open or closed communication
networks); |

- description of implemented protection methods for software and
measurement results;

- description of methods for measurement result storage on integrated,
remote or portable media;

- description of systems and hardware required for MI operation.

The software protection level as per 4.5 shall also be stated in the
documentation on MI software.

5.1.4 The information mentioned in 5.1.3 can be presented as programme
documents (for example, programme description, explanatory note, application
description, guidelines for system programmer, operator’s manual etc.) or other
programme documentation which the applicant has, herewith the
recommendations of the unified system for programme documentation (USPD),
etc. can be followed at executing the documents.

5.1.5 Graphic and text information in technical documentation shall be
presented in such a way as to be suitable for complete and unambiguous
interpretation.

5.1.6 The developer or the applicant for MI testing can present original
programme texts or their fragments in technical documentation or separately, in
case it appears to be required in the course of tests. A contract on confidentiality

compliance can be concluded herewith.

5.2 Check of software identification

The MI testing company shall check the software identification data assigned
by the MI developer (manufacturer) by the analysis of the documentation and
functional (experimental) tests of MI samples submitted for testing.
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- OIIUCAHUE peanu30BaHHLIX MeTonoB 3ammtel 11O um  pesyiansTaroB
W3MEpPEHUI;

- OIIUCAHUE CHOCOOOB XPAHEHUS PE3yJbTATOB HU3MEPEHHN HA BCTPOCHHOM,
YJQJIECHHOM WM ChEMHOM HOCHTEIIAX;

- omdcanue TpedyeMuix Juisi paboTel CU CHCTEMHEIX M allliapaTHBIX CPEJICTB.

Kpome Toro, B noxkymenramuu na 110 CU cneayer jeknapupoBaTh YpPOBEHb
sammTH 110 B coorercTBuy ¢ 4.5;

5.1.4 Vxaszanuas B 5.1.3 undopmanus moxer OBITH IPEJICTaBICHAa B BUJIC
IIPOTPAMMHBIX JIOKYMEHTOB (HalpHUMep, OIHUCAHUS IMPOTPaMMBL, IOACHHUTECIBHON
3aIACKY, ONKMCAHWS IPUMEHEHMS, PYKOBOJICTBA CHCTEMHOTO IPOTpaMMHECTA,
PYKOBOJCTBA oreparopa ¥ T.J.) WIA HMHOW NPOrpaMMHON JOKYMEHTaIlWH,
UMEIoIeNcss y  3agBUTENs, I[P STOM IIPU €€  COCTaBJIEHHH  MOJKHO
PYKOBOJCTBOBATHCS ~ pPEKOMEHAAUMAMH  €IMHOM  CHUCTEMBI  IIPOrPaMMHOM
Jqoxymentauyn (ECIT) u . 1.

5.1.5 I'padpmaeckast ¥ TexcTOBas MHPOpPMAIYS B TEXHUYECKOH JOKYMEHTAIINH
TOIKHA OBITH TIpejicTamBieHa TakuMm o0pa3om, yToObl OHa ObUIA IIpUrogHa AU
II0JIHOTO M OJIHO3HAYHOT'O TOHUMAHU.

5.1.6 B cirygasx, Kor/ia B IIpoLiecce NCIBITAHUN BO3HUKAET B 9TOM HEOOXOH-
MOCTB, pa3paboTIuKOM MM 3asBUTENeM McenblTanuii CH B TEXHUYECKON TOKyMEH-
TallUA WK OTAEIBHO MOTYT OBITH JIONOJHUTENBHO IPEICTABICHBl HCXOIHBIE TEK-
CTHI MporpamMM wim ux (gparmMentsl. [Ipy 5ToM MOXeT OBITH 3aKIIOYEH JOTOBOP O

COOJIIOICHUY KOH(DHUICHITHATIHHOCTH.

5.2 llpoBepka upentupuxanuu 11O

Wnentnduxarmuonnsie  jganusie 110, npucBoeHHBIE — pa3paboTUMKOM
(usroroButenem) CH, mpoBepAloTes OpraHu3anueit, npopojasumen uensiragms CU,
IyTeM aHaim3a JOKyMEHTanud U (QYHKIHOHAIBHBIMEA (PKCHCPUMEHTAIBHBIMU)

nposepkamu Ha obpazuax CU, npejacTaBIeHHBIX /Ul TECTUPOBAHMUS.
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5.2.1 Analysis of documentation

5.2.1.1 The following data are referred to the software identification data
(features) that can be stated in documentation and recorded in the MI type
description (their content and type of a record entry can vary depending on the MI
type):

- software identification name;

- software version number (identification number);

- digital software identifier (control totals of executable code of
metrologically important software parts calculated as per the algorithms
CRC32, md5, SHAL, etc. or as per specially developed algorithms with their
calculation method being stated);

In particular cases such data as software name, developer’s name, MI serial
number, number of conformity certificate etc. can also be considered as
software identification data (features), if they are directly related with. the
software (for example for MI as stated in p. 4.3).

The identification data (features) shall have the structure being
unambiguously connected with the metrologically important software part.

It is permitted to present the software version number as a record entry
“from version ...” or replacement of some elements in its designation related to
metrologically unimportant part by special symbols (for example, «X» or «»).

For instance, software version “Photogrammetric single-camera system
PSCS” v.3.5.7.2 can be presented as v.3.5.x.x, herewith only part of the
software version “v.3.5” is related to the metrologically important part, and the
record entry “software version from v.3.5.7.2” can mean that versions v.3.5.7.2,

v.3.5.7.3,v.3.5.8.1, etc. are allowed.
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5.2.1 Ananau3 JoOKyMeHTaluM

5.2.1.1 K upentndukanuoHusM JaaasvM (npusHaxam) 10, xkoTopsie MoryT
OBITH MPEJCTABICHEl B JIOKyMeHTalnu W 3adukcupoBanbl B omucapuu tuna CH,
OTHOCSITCS CIIEAYIOUIME JaHHBIE (MX COACpPIKAaHNE W BUJL 3AIIUCH MOXKET 3aBUCETH OT
tuna CH):

- AACHTU(DUMKAMOHHOE HAUMEHOBAHUE IIPOrPaMMHOI0 00ECTICUCHUS;

-HOMEp  Bepcud  (WACHTH(QUKAIMOHHBIM ~ HOMEp)  NIPOTPaMMHOIO
obecricueHus;

- adpoBoit  HACHTU(DUKATOP TPOTPAMMHOr0 obecrieucHus: (KOHTPOJIBHBIC
CYMMBI HCHOJHIEMOro KoJa METPOJOrnuecky 3HauuMbIx yacrei IO, paccumran-
urie no aaropurmam CRC32, mdS, SHAL u T. 1. uiM coeluaibio pa3paboTaHBEIM
aJITOPUTMAaM € YKa3aHueM cnoco0a MX BEIYMCICHNA);

B ocobpix crnyvasx K uieHTUQHUKAITMOHHEIM JaHHBM (pu3nakam) 110 Mox-
HO oTHecTH Take HamMeHoBauus 10O, ums paspaGorunka, cepuiinbiii Homep CH,
HOMED CBHJETEILCTBA WM CEpTU(PHUKATA COOTBETCTBUS U T. /., €CIU HTH JAHHBIC
HemocpeAcTBeHHO cBsa3aubt ¢ [10 (manpumep, nms CH, kax ykazano B myHkre 4.3).

HﬂeHTH(pHKauHOHHHe JIaHHBIE (IIPU3HAKH) JOJDKHBL UMETh CTPYKTYPY, OJHO-
3HAUHO CBSI3AHHYIO ¢ METPOJIOIMYECKH 3HAYMMOU 4acThiO IIPOTrpaMMHOro obecre-
YEeHUS.

Jonyckaercs npejcrasieHne HoMepa Bepeur 11O B dopme 3anmcu «HOMeEp
BEPCHH HE HIDKE ...» WA 3aMeHbl HeKOTOPHIX 3JEMEHTOB B €ro 0003HauCHMH, OTBE-
YaIOMMX 32 METPOJIOTMYECKM HE3HAYMMYIO 4YacTh, CHEUHMAIBHBIMA CHUMBOJIAMU
(Hanpumep, «X» HIIH «-»).

Hamnpumep, Bepeust nporpammuoro obecneuenus «Cucrema (ororpamMmer-
pudeckast oauoxamepuas COO» v.3.5.7.2 moxer OBITb NPEJCTaBICHAa B BHJE
v.3.5.X.X, Opu 3TOM TOIBKO yacTh Bepcuu 1O «v.3.5» oTBewaer 3a METPOIOrHIECKH
3HAYUMYIO 9acTh, a 3amuck «Bepcud 110 He Huxe v.3.5.7.2» Moxer o3Hayarh, YTo

Jonyckatores Bepeun v.3.5.7.2,v.3.5.73 ,v.3.5.8.1 u T 1.
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5.2.1.2 The changes to MI software shall be reported by the manufacturer
(developer or applicant) to the MI testing company which shall decide upon
new software identification with the res',pective-introduction of amendments to
the MI type description, or on new tests of the said MI with updated software, in
case the updated software can influence the metrological characteristics of MI
and the MI verification operations specified at the type approval.

The above notification shall be sent as a letter to the MI testing company in
which the nature of change in the metrologically important software part is
described and a request for the introduction of amendments to the type

description according to p. 5.1 of the Order [5], if necessary, is given.

5.2.2 Functional tests

5.2.2.1 MI software identification performed by the user (test operator) can
be carried out either under his command or be executed during the nonnal MI
operation.

Should the MI be not fitted by any indicators, the identification data can be
sent via a communication interface and be displayed (printed) on another
electronic device.

The test in question shall not be carried out for the MI design of which
provides for complete software access restriction (see 4.3).

5.2.2.2 Functional tests involve the following:

- check of identification methods stated in the technical documentation on
the software;

- check of implemented software identification methods;

- check that identification data (features) are independent of the

identification methods;
Note — In case two alternative methods to obtain the same digital software identifier are
described in the technical documentation on software, the digital identifiers obtained by the

above methods shall be identical.
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5.2.1.2 Wsmenenns B 110 CH TpelyroT MHPOPMHAPOBAHUS H3rOTOBUTENEM
(paspaboTdukoM wim 3asBUTENEM) 00 DTOM Opragu3alluy, IPOBOAAINEH UCIBITAHMS
CH, xoropas mokHA NPUHATH pelieHue o HoBoM waeHTHGuKammu [IO ¢
COOTBETCTBYIOIIMM BHECEHHEM H3MeHeHuil B omnmcanue tnna CH, mnm o HOBBIX
ycnbITausx faaaHoro CH ¢ obnorieaarm 110 B ciayuasx, xoraa oOGHosiieaHOE 10
MOXET BIMATH Ha MeTposiorndeckue xapakrepuctuku CH, a Take Ha
YCTAHOBJICHHBIE NPH YTBEPIKACHUH THIIA onepatiuu nosepku CH.

HudopMupoBanue oCcyniecTBIAETCS MUCHMOM B OPraHU3alKIO, IIPOBOISLIYIO
ucnbiTanus CH, B KOTOPOM ONMCHIBASTCSA XapakTep HW3MEHEHMS! METPOJOTMYECKH
3paguMoii wactu I1O u cojepikures mpockda, eciu 3T0 He0OXOAMMO, O BHECEHUH

M3MEHEHMIL B ONUCaHKE THIIA, B COOTBETCTBHHU ¢ IMyHKTOM 5.1 mpuxasa [5S].
5.2.2 ®yHKOHOHAIbLHBIC HPOBEPKH

522.1 Hpentnpuxamms 11O CH, nposojguMmas  II0JIB30BaTeleM
(ucmeITaTelIeM), MOXET OBITH OCYIIECTBICHA JIMOO HO €ro Komasje, Jubo
BHITIOJIHEHA B Mpolecce MTaTtHoro GyHxmuonuposanus CH.

Ecmi y CH oTCyTCTBYIOT CpPEACTBA MHAMKAIIMY, UACHTH(PUKAITMOHHEIE AaH-
HBIE MOTYT HANpaBITHCA uepe3 mHTepdeic cBsa3m U oToOpaxarses (Iegararhes)
HA APYTOM DIEKTPOHHOM YCTPOHCTBE.

Jls CH, yeTpo#cTBO KOTOPHIX 00eCcrednBaeT IOIHOE OrpaHuIeHHE JI0CTyNa

K IIporpaMMHOMy obecrieyenuto (cM. 4.3), fanHas IpoBEpKa HE IPOBOJUTCS.

5.2.2.2 Ilpu npoBeaeHur (yHKIMOHAIBHBIX IPOBEPOK OCYIIECTBILIETCA:

- IpOBepKa CIOCOOOB HMACHTU(DUKAIWK, 3asBICHHBIX B TEXHUYCCKOM
noxymenTanuu Ha [10;

- IPOBEPKa peaTn30BaHHbIX cnocoboB uaeHTuukamu [10;

- IpOBEpKa HE3aBUCUMOCTU WIACHTH(UKAIMOHHLIX JaHHBIX (IPH3HAKOB) OT
cTI0c000B WACHTU(DIKAIIM;

[Tpumeuanne — Ecmi B JOKyMEHTALMK Ha TIpOrpaMMHoe obecrieyeHHe M3JI0KEHBl

[Ba allbTEPHATHBHEIX CIIocoba MoIyyeHHs OAHOro H Toro e nudposoro uacarudukaropa I10,

TO I pOBEIE HACHTH(DUKATOPE], HOTYYEHHEIe TAKHMH CITOCO0aMH, JOJDKHBI OBITh MACHTHYHBL
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- check of identification data (features) sufficiency.

It shall be verified that the stated software identification data (features)
include such data (features) that identify the software unambiguously, i.e.
change their value at the modification of the metrological software part.

For example, chromatograph software has the following identification
features: software identification name: “testlab”, software version number: 1.2.4
and digital software identifier: 29657126aeb388d757e501b19ebe58e5. Change
of the metrologically important software part shall prove that it had no impact
on the software name and version number, but the digital software identifier has
changed. Consequently, the digital identifier is sufficient for the unambiguous
identification of the software and other identification features can be considered
redundant.

5.2.2.3 The functional test of software identification shall prove:

- correctness of the software identification described in the documentation;

- compliance of the identification methods with the methods stated in the

documentation.

5.3 Check of software protection against unintentional and

deliberate changes

The protection level is checked by the MI testing company by the analysis.

of the documentation and functional (experimental) tests of MI samples

submitted for testing.

5.3.1 Analysis of documentation

53.1.1 The software protection level is stated by the
applicant/manufacturer in a statement with the form of the latter being specified

in the Appendix B.

10

P 50.2.077—2014

- IPOBEPKa JOCTATOYHOCTH MACHTU(UKAIMOHHBIX JJAHHBIX (IIPU3HAKOB).

YOexmaroTcs, 9To Cpefin 3asgBICHHBIX HICHTH()UKAIIMOHHBIX JTaHHBIC (TIPH-
3paxoB) I1O umeroTes Takue, KOTOpEIE 0/IHO3HAYHO uAcHTHUIUpyIoT 110, 1.¢. Me-
HAIOT CBOE 3HAYEHHUE IpH MOAMdUKaIuy MeTposioruaeckoit wactu I10.

Hamnpumep, 110 xpomarorpada umeer ciexyione uICHTHGUKAITMOHHEIE
NpusHaKd: WieHTuuKaruonnoe naumenosanue I10: «testlab», nomep sepeuu I10:
1.2.4 u mmadponoii unentuduxarop I10: 29657126aeb388d757¢501b19ebe58e5.
ITyrem BHECEHUSI U3BMEHEHMH B METPOJIOIHIECKH 3HaunMyto yacth 110 ybOexiaem-
Csl, YTO OHM HHKaK HE IOBJMANIA Ha HauMeHoBaHue U Homep Bepeuu 110, o npnm
sroM 1Epposoil uaenTuduxarop 10 m3menmn csoe 3uavenue. Takum oOpasom,
Juist opHOo3HAYHOH upentudukamuu 110 10CTATOYHO TOIBKO LM(POBOTO HIAEHTH-
(puraropa, a ocranbHble MACHTM(OUKALMOHHBIE [TPU3HAKH MOXHO CUHTATh M30hI-
TOYHBIMH.

5223 B pesynprare (yHKuuoHansHON mnposepku mpcHrudukaumm 10
JIOTOKHBI OBITH YCTAHOBJICHBL:

- pasuilbHOCTE MaeHTHGuKanmu [10O, onMcanHol B TOKYMEHTATIUY;

- COOTBCTCTBHE METO/IOB HACHTU(PUKAIIAA, MET0jIaM, 3asBJICHHHIM B

JOKYMCHTAIHH.

5.3 Iposepka 3amutel IO o1 HenpeanamMepesnbIX H NPeIHAMEPEHHBIX

H3MeHeHHH

IIpoBepka ypoBHSA 3alUTHl BBIIQJIHSAETCS OpraHusanyed, npoBojAeit
ucnsitanud  CH, nyreM aHamusa JOKYMCHTAIEM M (QYHKIHOHAIBHEIX
(3xcnepuMeHTaNbHBIX) TIpoBepoK Ha obpasmax CH, mpeacTaBieHHBIX JJis

TECTHPOBAHHSL.
5.3.1 Anasm3 foKymMeHTaAlHH

5.3.1.1 Yposens 3amuter [1O gexmapupyercs 3asBATEIEM/ M3rOTOBUTENEM U

YKa3hIBAETCs B JieKapanuy, Gopma, KOTOpOi IpUBEeHA B IPHIOKEHUH b,

10
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5.3.1.2 At stating the protection level (low, medium, high) the applicant
shall compile probative materials verifying the stated level by himself.
Technical documentation, software test results and/or other documents required

to justify the chosen protection level can be used as the probative materials.

5.3.2 Functional tests

5.3.2.1 Correctness of the entered commands and display of the respective
modes and settings of MI concerned with the measurement result displaying or
MI metrology characteristics reproducing shall be proved by the check of user
interfaces.

5.3.2.2 It shall be proved that the user interface gates through only those
commands and/or data that are specified in the documentation on software.

5.3.2.3 The following shall be checked at functional tests of the software
and measurement data protection against occasional or unintentional changes:

- availability of tools for the protection of software and measurement data
against change or deletion in case of accidental actions (for example, power
outages and voltage jumps);

- availability of tools for reporting on the change or deletion of
metrologically important software files and measurement data;

- availability and proper functioning of the error recording logs (if it is
provided by the documentation on MI);

- availability of measures to prevent unauthorized logging on into
calibration mode allowing for the change of calibration constant values in the
MI memory.

5.3.2.4 The following shall be checked at functional tests of the software

and measurement data protection against deliberate changes:

11
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5.3.1.2 [lpu aexnapupOoBaHUH YPOBHS 3alUTHI (HU3KUM, CPEAHUN, BRICOKHMN)
3adBUTEND CaMOCTOATENBHO (OPMHUPYET JOKa3aTEeIbHBIE MAaTCpUaIbl, ITOLTBEp-
KIAIOIINE AeKIapupyeMblii ypoBeHb. B kauecTBe Jioxa3aTeNbHBIX MAaTEPHAIOB MO-
ryT MCIOIIB30BATBCS TEXHUYECKAs JOKyMEHTallus, pesyiabrarsl ucnprranuii 110
W/WIH JIpyrue AOKYMEHTHI, HeoOXouMble Uil 000CHOBAHUSA BBIOPAHHOIO YPOBHS

3aIIMUTHL.

5.3.2 ®yHKOHOHAMLHBIC NPOBEPKH

5.3.2.1 Ilytem npoBepku MHTEPPEHCOB NOIB30BATENS CIEAYET YOSAUTHCS B
[IPAaBAILHOCTH BBOAMMBIX KOMaHJ, U 0TOOPaXKEHUs COOTBETCTBYIOIUX PEKUMOB U
ycranoBok CH, cBs3aHHBEIX € OTOOpP&XEHHMEM PE3yJbTATOB H3MEPEHMH WM
BOCIIPOM3BEACHUEM METPOJIOTHUYECKHX XapaxTepucTuk CH.

5.3.2.2 Caenyer yOSAMTHCS B TOM, YTO HHTEpQEHC CBA3HU IIPOILYCKACT TOIBKO
T€ KOMaH/[5l U/WIH JIaHHBIE, KOTOPHIE OTpaXeHsl B JokyMeHTaiu Ha I10.

5.3.2.3 Ilpu npoBepecHun GyHKIMOHANBHBIX ITpoBepok 3amyTel HO u uzme-
PUTENBHOH HH(OpMAMK OT CIyYaHHBIX HIA HETpeTHAMEPEHHBIX H3MEHCHUH
HEOOX0/IMMO IIPOBEPUTH:

- ganaue cpeaets 3amutel 11O 1 n3mMepuTenbHOM MHGOPManuu OT U3MEHe-
HUSI WM YIQJICHAS B CIyYae BOSHUKHOBEHHMS CIyJallHBIX BO3/ieiicTBIM (HanpuMep,
OTKJTFOUEHUE TIUTAHUS W CKAUYKH HAMIPSDKEHMUS);

- HAJIMYUE Cpe/ICTB, HHpopMupyomux 06 U3MEHEHUH WIH YAAJIEHUH METpO-
noruyecky 3HaunMEIX daitnos 110 u u3MepuTensHoi nHbOpMALUHY;

- HAJIMYME ® TPABWIBHOCTH (DYHKIIMOHMPOBAHUS JKYPHAIOB PETUCTPALIUM
ommboK (eciy HTO IPpeyCMOTperHo aoxyMerrtannei Ha CU);

- HAJIMIUE MEP OT HECAHKIIMOHMPOBAHHOTO BXO/[d B KaTUOPOBOUHBIHA PEXKUM,
IIO3BOJIAIOIINX U3MEHATH 3HAUCHIS KaIMOPOBOUYHBIX KOHCTAHT B amsatu CH.

5.3.2.4 Ilpm upomepcHuu GYHKIIMOHANLHBIX TIpoBepok 3amurtel [10 u
M3MEPUTEILHON UH(GOpMAMK OT IIPeJIHAMEPEHHBIX U3MEHEHUH HeoOX0oauMo
IPOBEPUTE:

- HAIMYHUE CPCACTB 3allIUTHI, HCKIIIOYAOMUX BO3MOXHOCTh HECCAHKITHOHUPO-

11
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- availability of protection tools eliminating the risk of unauthorized
modification, downloading, memory reading, deletion or other deliberate
changes of metrologically important software part and measurement data;

- availability and implementation of measures to assure software integrity
that are applied to the metrologically important software part and measured
data.

As per the documentation on software, availability and proper functioning
of the stated measures to assure software integrity shall be checked by making
changes in the metrologically important software part, its structure and
measurement data:

- availability of the procedure (for example, autotesting at MI switch-on /
start-up ) to check the software integrity and absence of errors;

- compliance of the algorithm used to calculate control totals and of the
number of digits in control totals with the description provided in the
documentation, in case the calculation of software control totals is stipulated;

- proper functioning of event detection and recording tools; _

- compliance of authorities (access techniques) of the users having
different rights of access to the software and measured data, with those stated in
the technical documentation on MI software;

- correct and proper implementation of management of user’s access to

software functions and measured data.

6 Measuring instrument software validation at verification

6.1 Identification of software of every MI item used in the field of the state
regulation for ensuring the uniformity of measurements, shall conform to that
one stated in the MI type description. Provided with positive results, the MI

software identification features are stated in the verification certificate.

12
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BaHHBIX MOAM(pUKALUY, 3aTpy3KH, CUNTHIBAHUS M3 NAMATH, YAAJUCHUS MM HHBIX
IIPETHAMEPEHHBIX U3MEHEHMI MeTposioryuecku 3naummoit yactu 110 u wsmepn-
TENbHOI HHbOpMATHN;

- HaNy4Me ¥ peanusanuio Mep 1o obecrevenuio rexocraoctu 110, pacupo-
CTPaHsIOIINECS Ha METPOIOTHYECKH 3HAUUMYI0 9acTh [10 n u3mMepeHHsle JaHHbIE,

B coorBerctBum ¢ JjokymeHTanuei Ha I1O mnpoBepsioT HamMuue U
NpPaBUIBHOCTh  (YHKIMOHHPOBAHMA  3asBICHHBIX Mep 110  00eCIedeHHIO
uenoctHocTd 110 myTeM BHECEHNS U3MEHEHUH B METPOIOTHIECKU 3HAYNMYIO JaCTh
1O, ero cTpykTypy 1 N3MEPUTENBHYIO HHOPMALIHIO.

- HAJIW9ue IPOLEAYpHl IPOBEPKH (HalpuMep, aBTOMATHUECKOTO TECTHPOBA-
HYsL Ipy BKIovenuy / 3anycke CH) nenoctrocru 1O u oTeyTeTBUS 0OIUOOK;

- COOTBETCTBHE alNTOPUTMA, HCHOJIB3YEMOTO JUIS pacdera KOHTPOJBHBIX
CYMM, M KOJIMUECTBA Pa3psiOB KOHTPOJLHBIX CYMM OIMUCAHUIO B IOKYMEHTALMH B
CIIy4asx, €CIIM [IPeJlyCMOTPEH pacyeT KOHTPOIbHBIX cymM I10;

- IPaBWJIIFHOCTE (DYHKIIMOHUPOBAHUS CPENCTB 00HapyKeHusa 1 GUKcanuay co-
ORITHIA;

- COOTBETCTBUE TIOJIHOMOYMH (CTIOCOO0B JIOCTYNA) NOTB30BATENICH, HMCIOIIIX
pasnuunele 1pasa gocryrna K 11O 1 n3MepeHHEIM TaHHEIM, 3asBICHHBIM B TEXHUYE-
ckoii joxymenrauu Ha 110 CU;

- KOPPEKTHOCTh ¥ IPABMIIBHOCTH Peall3alliyl YIIPABISHUS AOCTYIIOM TOJIb-

3oBatei K pyHkiumam 11O 1 u3mepeHnbIM JJaHHBIM.

6 IloaTBepiknenue cOOTBETCTBHS NPOrPaMMHOIO 0OecTieueHust

CPEACTB U3MepeHuil pH MoBepKe

6.1 Unenruduxarms [1O xaxroro sx3emiuisipa CH, uctonszyemoro B chepe
roCy/IapCTBEHHOTO peryiupoBanysi B obgactu obecrieucHus eﬂﬁHCTBa WU3MEpEeHNH,
JIOJDKHA COOTBETCTBOBAThL TOM, YTO YykazaHa B onucanuu twra CH. Ilpn
HOJOXKUTEIBHBIX pe3ylbTarax uicHTuukannonnsie mpuznaku 110 CU BHocsaT B

CBHACTCIILCTBO O IIOBEPKE.

12
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6.2 Conformity of the software identification to the approved MI type shall
be validated according to the procedure which shall be stipulated as a separate
paragraph in the Section “Testing” of the MI verification procedure approved in
the course of MI type approval testing. Software identification checking
procedure shall comply with the procedure described in technical
documentation on MI and approved in the course of MI testing to approve the

MI type.

13
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6.2 Tlopreepxxnenne wupentudukauuu I10 yrBepxaenunomy tumy CH
IIPOBOJUAT 110 METOJ(MKE, KOTOPAs JIOJDKHA BXOAUTH OTJEJLHBIM IIYHKTOM B pa3jien
«Onpobosanue» meroauku nosepku CH, anpobuposanHoil B mpornecce HCIBITAHMIA
CHU B nmensx yreepkaeHus Tuma. Meroauka npoepkH upeHtudukanum 10
JIOJDKHA COOTBETCTBOBATH IIPOLICIYPE, OMMCAHHONW B TEXHWYECKOH JOKYyMEHTAIMA
na CH, u noxreepxaennoif B npouecce nensiranuit CH B 1ensx yTBepKacHms

Tama CH.

13
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Appendix A

(recommended)

Blank form of report on measuring instrument testing as to the

check of measuring instrument software protection

Note — The test report shall be executed on the blank form of the MI testing company,
page number and their total number in the report shall be provided on each page. Section

“Test results” is an integral part of the report.

P 50.2.077—2014

Ipunoxenne A

(pexomenyemoe)

®opma npoTOKO0JIa HCUBITAHUM CPEACTB H3MEPEHHH B YACTH MPOBEPKH

3AIIATHI IPOrPAMMHOI0 00ecrieyeH sl CPeACTB H3MepeHHi

[Ilpumegvanume — IIporoxon ucmbITaHui opopmiseTcs Ha OlaHKe OpraHusanuu,
nposogsuieit uenerranusa CH, Ha KKIOH CTpaHUIle yKa3pIBaeTCsA €€ HOMEpP U 00IIee KOJMUYECTBO

CTpaHUIL B TIPOTOKONE. Pazzen «Pe3ynbTarhl HCTIBITaHMi» SBISIETCS HEOTHEMIIEMOH YacThIO Npo-

Blank form of the MI testing company
TYPE APPROVAL TEST REPORT
Software protection check

Test operator

name, mailing and legal address (if differ)

Applicant
name, mailing and legal address (if differ)
MI name
MI name and designation as in test programme and report
Manufacturer

name, mailing and legal address (if differ)

Test carried out on

the date on which the tests were carried out

Place of testing

name, actual address where tests were carried out

Testing procedure

name of testing programme or procedure and title of the section
where MI software testing procedure is specified

Test carried out by

signature initials, surname

signature initials, surname

TOKOMA.
brnank opranmsauuy, nposoasiei ucnsrranns CU
NPOTOKOJI HCHBITAHUA B IEJSAX YTBEPXKIEHAS TUITIA
ITpoBepxa 3aIHTHI MPOrPAMMHOT0 o0ecedeHHsI
Hcenrwrrarens
HaHMEHOBAHMUE, IIOUTOBBIA ¥ IOPHAMIECKHI ajpec (SclH He COBNANIAIOT)
3agBurens

HAWMEHOBAHHUE, OYTOBKI H IOPUAMYeCKHiT ampec (€CiH HE COBNAJAIOT)

Hawumenosanue CHU

HauMeHoBaHKe n obo3nadenne CH, xak B mporpaMme U akTe HCTIbITaHKiH

Hsrorosurens

HauMEHOBAHIe, TOYTOBRIH 1 IOPHIHIECKHH ajpec (€C/TH He COBNANAIOT)

Jlara mpoBeeHUs UCIIBITAHUK

YKaspIBacTcd aaTa NpoBeACHHA HMCTIBITaHAH

MecTo nipoBeieHus UCIIBITaHAN

HaviMeHoBaHue, (paKTHUIECKH aJpec OpraHu3aliuy, T/ie
IPOBOMIACH HCTILITAHAS

Meroauka poBeieHus: UCTBITAHAN
HAUMEHOBAHHE POrpaMME! WM METOIHKH HCTIBITAHUM, 1 HOMEp
paszena, B KOTOPOM yCTaHOBIeHBI MeToab! uensiranuil [10 CH)

Hcnrwitagns nposenn

JIHYHaA NoIImAach WHHITHAJIbL, (baMHJIHﬁ

JIUYHAA ITOITHACE HHULIHATBL, GaMUIRs

14
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Test results

Note — It is recommended to execute the test results as tables, forms and content of the

tables depend on the type, MI kind and protection level.

1 Check of documentation

1.1 List of documents submitted for checking

Note — It is presented according to the programme and/or procedure of testing.

No. Title Designation

1.2 Check of documentation as to software

Note — The following check results are to be stated: sufficiency and completeness of
technical documentation on MI as related to software for the determination of software
identification data, software structure, definition of metrologically important software part

and level of software protection against unintentional and deliberate changes.

Requirements Check results | Notes*
1 2 3

Software name, designation of its version and/or versions of
its modules

Software purpose description, its structure and performed
functions

Description of the metrologically important software part

Description of methods for software identification generation

Description of methods for software identification
visualization and identification guidelines

List of parameters being protected and description of tools for
their protection and unauthorized access to them

Description of user interfaces, menu and dialogues

Description of software communication interfaces for data
transfer, processing and storage

Description of implemented protection methods for software
and measurement results

Description of methods for measurement result storage on
integrated, remote or portable media

Description of systems and hardware required for MI
operation

Availability of initial software

* The document section providing the basis on which the fulfiliment of the requirement can be
judged, shall be specified

15
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PesyabTaThl HCObITAHUM
ITpuMeuganme — PesynpraThl HCHBITAaHUH pekoMeHayeTcs ohopMIars B Buae Tab-

aui; GOpPMEBI B coflepikanpe TaGiIL 3aBUCAT OT Thlia, Buja CU u ypoBHA 3a1MTEL

1  Ilposepka foKyMeHTAIHH

1.1 Ilepeyenn XOKYMEHTAIHM, NPEAbLIBICHHON A5 IPOBEPKH
[Ipumeyanue — IlpencraBisioT B COOTBETCTBUM ¢ IPOrPaMMOM W/HITH METOAMKON

WUCHBITAHHUH,

Ne HauMeHoBaHHe O6o3nauenne

1.2 TlpoBepka JOKYMEHTAIMHA B YACTH MPOrPaAaMMBOXo odecedeHHs

IIpumeuvanune — VYkaszpBaloTcsd Pe3yabTaThl MPOBEPKU: AOCTATOYHOCTL U MOMHOTA
rexuuueckor moxyMmenTanmd Ha CH B wactu T10 jns onpejesienus uaeHTuhUKalMOHHBIX JTaH-
ueix 1O, crpykrypel 10, Boijenenus MeTponorniecku 3nauuMoit yactu 1O 1 ypoBHSA 3aiIUThL

11O oT HenpeaHaMEepeHHBIX B IIPEeNHaMEPEHHBIX. H3MEHEHUH.

TpeboBanus PesyasTarnt Hpumeqaﬂnﬂ*
NPOBEPKH
1 2 3

Haumenosarue I1O, 0603HaueHue €ro BEpCHH W/ HITH
BEpPCHH ero MojyJiel

Onucanre nassauesns 110, ero cTpyKTyphbl U BBIIOJIHS-
EMBIX ()YHKIHIH

Onmcanyue MeTpoJornyecku 3HauuMoi 9actu 110

Onucanue MeTonoB renepanuu uaertudukauuu 110

Onmcanwe cnocobos Busyanusauyn uaeHtuduxanmm IO
W HHCTPYKIMH 110 WACHTHDUKAHH

Cnucox (nepeyeHs) 3aiunaeMblx 1apaMeTpoB U OnHca-
HHE CPE/CTR MX 3allUThL 1 HECAHKIIMOHUPOBAHHOTO JIOCTYIA
K HUM

Onrcanne unTepdeiicoB NOAb30BATENS, MEHIO U AUAIIO-
rOB

Onucanwe unTepdeticos ceazu [10 a1a nepenaqu, obpa-
OOTKYM ¥ XpaHeHUs JaHHBIX

Onucanue peann3oBaHHbIX MeToI0B 3au|Tel I10 1 pe-
3YyJIbTATOB H3MEpeHui

Ornucanue crioco60B XpaHeHUs pe3yIbTaToB U3MEpeHuii
H4 BCTPOCHHOM, YIAIGHHOM HJIH CBEMHOM HOCHTEIISIX

Onucanue tpebyempix ang padoret CH cucreMHeIX
anmapaTHBIX CPEJCTB

Haymuue uexoanoro I[1O

&
Via3ssBaeTcs pasfien JOKYMEHTa, Ha OCHOBE KOTOPOI'0 MOXKHO CYIMTH O BBUTIOIHEHNM TpeOoBaHMI
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2 Check of software identification

Note — The data of the following operations shall be stipulated: check of implemented
software identification methods, check of identification methods stated in technical
documentation on software, check that identification data (features) are independent of the

identification methods, check of availability and sufficiency of identification data,

2.1 Software identification data

Identification data (features) Value

1 2

Software identification name

Software version number (identification number)

Digital software identifier

Other identification data, if any

22 Functional tests of software
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2 Ilposepka naenTaduxanuu 110

[IpumMeuanue — IIpUBORATCS AaHHBIC: IPOBEPKHM PeaH30BaHHEIX CIIOCOOOB HIEH-

tadukanun 10, npoepku cnocoboB uneHTHGUKAIMHY, 3asBICHHBIX B TEXHUYECKOH HOKYMEHTa-

uun Ha ITO, mpoBepku HE3aBUMCHMOCTH WICHTH(UKANHOHHBIX HPU3HAKOB OT croco0OB MJIEHTH-

(IJHI(aI_IHH, IPOBEPKH HANWIHA U NOCTATOUHOCTH H,[leHTHCl)HKal.lHOHH_BIX HaHHBIX.

2.1 MHpenruduxanuonnsie jananie 11O

HpenTudpuxanuonabie Janubie (IPR3HAKA)

3Hauenune

1

2

Wnentudurammonnoe nanmenosanue 110

Homep Bepeun (maentuduxanuonnsii Homep) 110

ITadposoit npertndukarop 110

Jlpyrie ugenTHUKaHOHHBIC JAHHBIE, SCIIH HMCIOTCS

2.2 OQynxuuonaabHbie nposepku IO

Copepskanue NpPoBepKH

PesyanTathl
TPOBEPKH

Onucanune
NpoNeayph

1

2

3

[Iposepka criocoboB UAEHTH(DHUKALH, 3asBICHHBIX
B TEXHHYECKOl jokymeHTanuu Ha [10

[poeepka peann3oBasHbIX cnocoboB uaeHTH(UKA-
1uu 110

IlpoBepka He3aBHCHMOCTH UACHTUDUKAIMOHHBIX
JaHubIX (MPE3HAKOB) OT coco00B HACHTHhUKAMH

ITpoBepka Hanuyug ¥ JOCTATOYHOCTH MOCHTH(HKA-
ITHOHHBIX JIAHHBIX (IPH3HAKOB)

Check scope Check results | Description of
procedure
1 2 3
Check of identification methods stated in technical
documentation on software
Check of implemented software identification
methods
Check that identification data (features) are
independent of identification methods
Check of sufficiency and availability of]
identification data (features)
3 Check of software protection against unintentional and

deliberate changes

31 Functional tests of software protection against unintentional

changes

Note — The following check results shall be stated: availability and proper functioning of the
tools to protect the metrologically important software part and measurement results against change
or deletion in case of unforeseen physical impacts, availability of tools to inform the software user
on the change or deletion of the metrologically important software part and measurement results,
availability and proper functioning of logs to record errors and occasional or unintentional changes.

16

3 IIpoeepka samursl [1O oT HenpexsaMepeHHLIX H IIPeJHAMEPEHHBIX H3Me-
HeHHit
3.1 @ysxknuonaabHbie npoBepkn 3ammTel [10 o1 HenpegHAMeEpeHHBIX W3-

MeHCeHHIH

[Mpumeuvanme — I[lpuBoAATCS pe3yNpTATH TMPOBEPKU: HANUYMS U IPABUILHOCTH
(hyBHKIHMOHMPOBAHUS CPEJICTB 3AIMUTH METPONOrMYecKy 3HauuMol yactu I1O m pesynpraroB us-
MEPeHHH OT H3MEHEHMS WIH YIAICHAS B CITydae BOSHHKHOBEHHS HENPEACKa3yeMbIX (JH3AIECKUX
BO3JCHCTBUHN, HAIMYUA cpe,ucmi, uHpopMupyromux nojiszoparens 110 006 M3MeHEHUM HIH y/a-
JIEHWH METPOJIOTHIecKH 3HauuMoi yacTd 110 v pesyapTaToB U3MEpeHUH, HAIWIHS W NPaBUJIbHO-
¢T! (QYHKLMOHUPOBAHUS JKYyPHAIOB (PuKcaruy omubOK U H3MEHEeHuH cyqaifHOro WM Hempen-

HaMEpCHHOI'O XapaKTcpa.
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Check scope Check results Description of
procedure
1 2 3

Check of the availability of tools for the
protection of software and measurement data
against change or deletion in case of

accidental actions

Check of the availability of tools for
informing about the change or deletion of]
metrologically important software files and

measurement data

Check of the availability and proper

functioning of error recording logs

Check of the availability of measures to
prevent unauthorized logging on into
calibration mode allowing for the change of

calibration constant values in the MI memory

3.2 Functional tests of software protection against deliberate

changes

Note — Results of the following checks shall be stated: availability of special protection
tools eliminating the risk of unauthorized modification, downloading, MI memory reading,
deletion or other deliberate changes of metrologically important software part and
measurement results; check that application scope of the tools to check the software integrity
covers the metrologically important software part and measurement results, check of
conformity of software integrity checking algorithm to the sufficient level of protection
against deliberate changes, check of a set of events subject to detection and recording in an
event log, check of proper functioning of event detection and recording tools and their
compliance with the sufficient level of protection of metrologically important software part

and measurement results.
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Copnepxanue DpoBepKH PesyabTaTni Onucanue
NpOBEPKH nponeaypbi
1 2 3

ITpoeepka Hanuyus cpencts 3amuThl 110 1 13-
MEPHTENBHOI NH(OPMALIUK OT U3MEHEHH WA yAa-
JIeHVst B CIIydyae BO3ZHUKHOBEHHA CIIy4akHBIX BO3IEH-

CTBHI

IIpopepka Hanu4uus cpeicT, UHYOPMUPYIOIITHX
00 U3MEHCHUH WIH Y/IANCHHN METPONIOTHIECKH 3Ha-

yuMbIX (patinos 110 u u3mepuTenbHOM HHGOpMaun

[IpoBepka Hanuyus ¥ DPABUIEHOCTH (DYHKIHO-

HUPOBAHMS )YPHATIOB PErUCTparny omuGoK

[1poBepxa HaHYIHs MEP OT HECAHKIIHOHUPOBAH-
HOIO BXO/1a B KaJIMOPOBOUHBIH PEKHUM, MTO3BOIIAIO-
MM M3MEHHTB 3HAYEHuUs KauOPOBOUHbIX KOHCTAHT

B mamgry CHU

3.2 ®ynxnuonaasnbie nposepku 3amuThi [0 0T IpeHaAMepEeHBBIX H3Me-

HEHUMI

[Tpumeganune — IlpuBomsrcs pe3y/bTaThl NPOBEPKH: HATWYUS CIIEHHANIBHBIX
CPE/ICTB 3alIUTHI, UCKIFOYArONIHX BO3MOXKHOCTE HECAHKIMOHMPOBAHHBIX MOAUDUKALIMH, 3aTpy3-
KH, cuuThIBaHKA 13 namsty CH, yaanenus Wik MHBIX IpeJHaMepPEHHEIX H3MEHEHUH METPONIOrH-
geckd 3HaunMoi yactu 1O 1 pe3ysLTaToB H3MEpeHuH, Iposepku chepsl pacnpocTpaHeHus Jeli-
CTBHS CPEJCTB IpoBepku LenocTtHocTH [1O Ha MeTposnornueckn 3naunmyio yacts 110 u pesyis-
TaThl HU3MEPEeHHH, NPOBEPKH COOTBETCTBHA aJropuTMa mposepku uenocraoctd I10 pocrarouno-
MY YPOBHIO 3allIUTHI OT NpEHAMEPEHHBIX H3MEHEHUH, IpoBepku Habopa coObITHH, NoTeKaIMX
00HapYXeHHIO W (QUKcalliy B JKypHaue COOBITUMN, TIPOBEPKH NPABUILHOCTH (DYHKIMOHMPOBAHUS
cpencTs o0HapyxeHus U (PUKCALHH COOBITHI U HX COOTBETCTBUS AOCTATOUHOMY YPOBHIO 3alIATHY

METPOJIOTHYECKH 3Ha9uMoii yactn [10 ¥ pe3yasTaToB M3MEpeHHii.
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Check scope Check results | Description of
procedure
1 2 3

Cogepixanue NPOBEPKH Pe3yabTaThl Onucanne
MpPOBEPKH MpoLeaypbl
1 2 3

Check of the availability of protection tools
eliminating the risk of unauthorized modification,
downloading, memory reading, deletion or other
deliberate changes of metrologically important

software part and measurement data

IIposepka HamU9ust CPECTB 3AMTH], HCKIIOYAIOMUX
BO3MOKHOCTh HECAaHKIIMOHUPOBAHHBIX MOAM(pUKALMY, 3a-
TPY3KHA, CYUNTHIBAHHS W3 ITAMATH, YAaJIeHNI HIW HHBIX
TIPEAHAaMEPEHHBIX H3MCHEHHH METPOJIOTHYECKH 3HAYMMOH

yactu 110 u usmepurensoit nndopMarnm

Check of the availability of procedures to check

the software integrity and absence of errors

Tn case the calculation of software control totals
is stipulated, it shall be checked that the algorithm
used to calculate the control totals and the number of]
digits in the control totals comply with the procedures

described in the documentation

Ipoeepka nanuumsa Nponexyp NPOBEPKH LETOCTHOCTH

ITIO u orcyTerBinsg ommbok

B ciyuasx, eciu npenycMOTpeH pacdeT KOHTPOIBHEIX
cymM [10, ybeautscs B TOM, 4TO aJIrOPUTM, HCIIOIB3YeMbii
JUISl pacyeTa KOHTPOIBHBIX CYMM, ¥ KOIHYECTBO PaspsjioB
KOHTPOJNBHBIX CYMM, COOTBETCTBYIOT OITHCAHHBIM B JJOKY-

MEHTAUMH IIPOLeTypam

Check of proper functioning of event detection

and recording tools

[MpoBepka MpaBrIbHOCTE HYHKIHUOHUPOBAHUS CPSACTB

oOHapyKeHus U Gpukcanuu coObITHMH

Check of the compliance of authorities (access
techniques) of the users having different rights of]
access to the software and measured data, with those

stated in technical documentation on MI software

IIpoBepka coOTBETCTBHE NOIHOMOUMH (CT10c000B 10~
CTyna) nojb3oparesneil, IMEIOIAX Pa3IMYHbIe TpaBa J10-
ctyna K 11O n n3MepeHHBIM JAaHHEBIM, 3asBIICHHBIM B TeX~-

HHUYEeCKOH AokyMmeHTanuu Ha 110 CHU

Check of correct and proper implementation of]
management of user’s access to software functions and

measured data

IIpoBepka KOPPEKTHOCTL M NPABUNBLHOCTE peanu3alun
yIpaBJIeHus JOCTyoM nois3oBatend K ¢yaxuusam 10 u

M3MEPEHHBIM JIaHHbIM

4 Conclusions as per check results

Conclusion on the MI software protection level shall be stipulated in the

findings as per the check results.

Note — Additional sections can be included in the MI test report as to software

protection check, if provided with well-grounded reasons.

18

4 BeIBojbI IO pe3yIbTATAM IPOBEPKH.

B BeIBOZIAX IO pe3yibTaTaM IIPOBEPKH JeNaeTCs 3aKIodeHre 00 ypOBHE 3alIUTh

110 CH.

IIpuvmeuvanme — B obocHoBaHHBIX ciydasx B npotokon uenwiranuii CU B gacTu

IPOBCPKH 3aIlIUThI 11O MOTYT OBITh BKJIKOUEHB! JIOTIOJTHHTEILHEIC pasaeibl.

18
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Appendix B

(recommended)

Statement of documentation completeness, protection level and
absence of undocumented capabilities of measuring instrument

software

Note — The statement shall be executed on the blank form of the applicant for

measuring instrument testing to approve its type.

Applicant

name, mailing and legal address (if differ)
Manufacturer

name, mailing and legal address (if differ)
MI name

MI name and designation
The applicant confirms that:

1 For the purpose of type approval testing of

MI name
the following programme documentation on

MI software name
was submitted ;
list of the submitted programme documentation

2 Programme functions, important data structures and interfaces of the
metrologically important software part are presented in full and are described in

the documents submitted for testing;

3 Level of protection for

MI software name
complies with the level -
MI software protection level according to 4.5

4 There are no undocumented capabilities of

MI software name

19
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Ipuiaoxenue b
(pexomenayemoe)

,Z[elc.napauﬂﬂ MOJHOTHI JOKYMEHTAIlHH, YPOBHHA 3alIUTHI H OTCYTCTBHNA
HEAOKYMECHTHPOBAHHBIX BO3MOKHOCTEH nporpaMMHOIo obecnieuennst Cpeacrs

H3MepeHHi

[Ilpumeuanune — Jleknapauug odopmisiercss Ha ONAHKE 3asiBUTENS WCOBITAHHNA

CPEZICTB U3MEPEHHH B [eJIaX YTBepXKACHUS THIA,

3asBHATENE

HAauMeHOBaHHe, IIOYTOBEIA | IOpHIHYCCKHI anpec (eC/u He COBIANAIOT)

WsrotoBurens

HAWMEHOBAHUE, TOYTOBBIN K I0PUANUSCKU a/Ipec (eClH He COBIANAIOT)

Haumenosanue CU

HauMeHoBanue U 00o3HaueHne CH

3asgBHUTENH HOATBEPKIACT, YTO:

1 pns mposeseHUs UCTBITAHHN

HaumeHopagwe CU

B LeJISIX YTBEePIKACHUs Oblia IPeIocTaBIeHa CIeAYIONIas IPOrpaMMHast JOKYMEHTAIUS Ha

nanMenosanue 110 CH

nepeueHs NpeocTaBaeH ol nporpaMMHoi AOKYMEHTAIHH

2 mporpamMMHbie (hYHKIAH, 3HAYAMBIE CTPYKTYDbI JAHHBEIX B HHTEpheich MeTpo-
norAdgeckd 3HaunMoi yactu 11O npeacraBieHsl TOMHOCTHIO M OIIACAHEI B IPEIOCTABICH-
HOU Ha UCTBITAHAN JOKYMEHTAIUHN;

3 ypoBeHb 3aIIUTHI

waumeHosaune 110 CHU

COOTBCTCTBYCT YPOBHID

3
yposens 3auTtel [T0 CH B cootpercTsum ¢ 4.5

3 HEQOKYMCHTHPOBAHHBIC BO3MOXKHOCTH

HapMmeHosanue I10 CH

OTCYTCTBYIOT.

19



R 50.2.077—2014

References

[1] OIML D 31:2008 (E) General requirements for software controlled

measuring instruments

[2] WELMEC 7.2,Issue 5 Software  Guide (Measuring Instruments

[3]

[4]

[5]

20

Directive 2004/22/EC), March 2012

Procedure for type approval testing of standard samples or measuring
instruments (approved by the Order of the RF Ministry of Industry and
Trade No. 1081 dd. November 30, 2009)

Procedure for issuing certificates of standard sample or measuring
instrument type approval, setting and altering the validity term of the above
certificates and verification intervals for measuring instruments (approved
by the Order of the RF Ministry of Industry and Trade No. 1081 dd.
November 30, 2009)

Order of the RF Ministry of Industry and Trade (Minpromtorg of Russia)
No. 1326 dd. September 30, 2011) “On the introduction of amendments to
the Procedure for standard sample or measuring instrument type approval,
Procedure for issuing certificates of standard sample or measuring
instrument type approval, setting and altering the validity term of the above
certificates and verification intervals for measuring instruments approved
by the Order of the RF Ministry of Industry and Trade No. 1081 dd.
November 30, 2009”

P 50.2.077—2014

[1]

2]

[3]

4]

[3]

20

bubnuorpadus

OIML D 31:2008 (E)  General requirements for software controlled
measuring instruments (OO0mme TpeGoBanus K
IPOTPaMMHO KOHTPOIHPYEMBIM cpeacTBaM
U3MEPEHHI)
WELMEC 7.2, Issue 5 Software Guide (Measuring Instruments Directive
2004/22/EC), March 2012 (PyxkoBoAcTBO IO
nporpamMmmHOMy — ofecneuenmio  (JlupektmBa 110
u3mepuTeasHeM npudopam 2004/22/EC), mapt 2012)
[Topsimox mnpoBeNeHUsT MCNBITAHMHA CTaHZAPTHHIX 0OpasOB WM CPE/ICTB
u3MepeHuii B memax  yrBepxaenus tama  (YtBepaxiaen  Ilpukazom
MusucTepcTBa NIPOMBIIIIICHHOCTH U Toprosiay Poccuiickoit @enepanuu o1 30
HOs10pst 2009 1. N 1081)
[Topsyiok  BBIaYM CBUACTENBCTB OO0 YTBEPXKACHWU THIIA CTaHJAPTHBIX
00pa3loB MM THUIA CPEICTB M3MEPEHUN, YCTAaHOBICHUS M M3MEHEHHs CpOoKa
NEUCTBUS YKA3aHHBIX CBUACTEILCTB M MHTEPBAIa MEXY ITOBEPKAMU CPEACTB
uaMepennit (Yreepxkjen IlpukazoMm MuHucTepcTBa NPOMBIIUIEHHOCTH U
Toproiu Poccuiickoii @eneparuu o 30 Hosops 2009 r. Ne 1081)
Ilpukaz MunucTepcTBa MNPOMBIIUIEHHOCTH W ToproBau  Poccuiickon
®epepanun  (Munnpomtopr Poccum) ot 30 cemrsabps 2011 r. Ne 1326
«O BHECEHMM W3MEHCHUH B Hopmoxc YTBEP)KACHHS THIA CTaHJAPTHBIX
o0pasioB wim TuUna cpeacTs udmepenui, ITopsamox BeIaUM CBUAETENLCTB 00
YTBEPXKACHUM THIIA CTAHJIapPTHBIX 00pasnoB WM THIA CPEJCTB U3MEPEHUM,
VCTaHOBJICHUSI M M3MEHEHWS CpOKa JEHCTBHUS YKa3aHHBIX CBUETEIBLCTB U
HHTEPBAJIa MKy TTOBEPKAMH CPEICTB U3MEPEHUM, YTBEPKICHHEBIE IIPAKAa30M

Munnpomropra Poceun ot 30 HoAGps 2009 r. Ne 1081»



R 50.2.077—2014

UDK 389.14:006.354 OKS 17.020

Key words: measuring instrument testing, approval of measuring instrument
type, measuring instrument software, check of measuring instrument software

protection

Head of development
Chief Scientific Officer of FGUP “VNIIMS” Yu.A. Kudeyarov

Executed by
Scientific Officer of FGUP “VNIIMS” A.N. Pankov

21

P 50.2.077—2014

VJIK 389.14:006.354 OKC 17.020

KimoyeBbie clloBa: MCIBITAHMS CPEACTB M3MEpEHUH, YTBEPIKACHME THIIA CPEJICTB
U3MEpPEHUH, IporpamMmMiuoe 00ECriedeHre Cpe[CTB U3MEPEHHUH, IPOBEPKA 3alUTHL

NPOrpaMMHOI0 0OecIIeYeH s CPEJICTB M3MEPEHNI

PykoBoguTens pazpaboTku

[naBHbIA HayuHbIA coTpyaHuk Gy «BHUAMC» t0.A. Kypesapos

WcnonHutens

Hay4Hbii corpyanuk OIyrn « BHUMMC» . A.H. MNaHbKoB
21



